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Confidential and Verifiable transactions
Zero Knowledge Proof (ZKP) of equivalence of 2 ciphertexts c3, c2e corresponding to the same
plaintext n obtained by encryption with different PuKs

Solution to provide confidentiality and verifiability of transferred money amounts in UTxO blockchain .

Actors: Bl B2 e Emdly Net

Public Parameters PP = (p, g); p=268435019; g=2;

4y eut A CE, C2E Sums m1 and m2 are incomes-inputs.
@ _M1=2000 Prkacx | m3=1000 Prie=z Sums m3 and m4 are expenses-outputs.
A
PuKs=a PuKg=e UTxO - Unspent Transaction Output paradigm:
~ m2=3000 A m4=4000 .
s - Balance between the input and output sums must hold
CZ; ce UTxO c4 m1+m2 = m3+m4 = 5000. (1)

I

But how Net can verify that # transaction is honest and balance equation m1+m2 = m3+m4 (1) holds?

To provide confidentiality and verifiability transferred sums are placed in the following exponents:

nl=g™ mod p n3=g™ mod p

n2= g™ mod p nd= g™ mod p 7<
If m1+m2 = m3+m4 mod (p-1). a = ? /Mﬁ%/g
Then nl1*n2=n3*n4 mod (p).
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Py 2 Ny 1o p= gz””&g W nawd > :?CMHWZ) nrodd (1) Mﬂﬂ/}?

Ny #1, wmadp = g% (g?rm” mﬂﬂ//ﬁ = 6{0%3 ) mﬂﬁ/(’p_fj mpa/p

To provide confidentiality , #1 and %2 encrypts their m1, m2 sums using PuKx=a.
Then both m1, m2 are confidential and only »# can decrypt c1, c2 with her PrKa=x.

Alice -
% =— infey (ramdi (p-1))
52ED879E Key generation X
70F71092 | | function a9 =g wod p
Big random
number >> x = int64(randi(p-1))
X =69743707
a X >>a=mod_exp(g,x,p)
a=95096100
Alice's Alice's
public key private key

Probabidishic eperypt0u @ encry pltng 2 sine:
The save p@p{wz“zzd’ 1 —~ The resp PP =

two different cipheptexts cp e,
£nc (@; 411; m) = &4
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Bob Ewa(é)o 4’1 W)):C:(EJD) Déc()(j C) = ¢y
] o C—' X)VV) &Q/CP‘-{) [}
:lel:::! | Encrypt y N [ <=— rand; (P - i) D me ﬂ/D D
Alice's — A / -
m * public key E=nra Mﬂﬁ//o E*fDWQﬂIP_V}/)
6EB69570 € } E 2
m< =
g osancrsﬂa <1y D=9 modp Cx) mad(p-1) = (p -1 -x)
. >>m=5000; _
Alice PrKs = x >> i = int64(randi(p-1)) >>mx = mod(-x,p-1)
/H = eo3anEn ans = 198691311
Hello <4— Decrypt o . >> mod(x+mx,p-1)
Alice! r—— >>a_i=mod_exp(a,i,p) ans =0
private key a_i=216885678 >>D_mx=mod_exp(D,mx,p)
= * H — - — ’ y]
:Ez 1";?2;?5;—"“ D_mx = 162923742 % D_mx
- _ . mm = mod(E*D_mx,p)
>>D=mod_exp(g,,p) >>mm = mod(E*D_mx,p)
D =179010250 mm = 5000 -

Multiplicatively Homomorphic Encryption

100_012 Homom-Enc-EIGam-1 Page 2



*

o .
Ni, N2 ~ “wy mﬂsgér/f% +v be WM/ﬂzee/ 1< Ny, n,<p-.

Nyt Ly = m/z/iﬂ'/i (:%o-q)
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DBy = gH ymod p ’

n, : [2‘— f\Wﬂ/b"(éZp-4)
E,=h,xa” mo@% ca=(E2,02) Dy )= ne
D, = g wod P

j%" = N, * N2 VV'UQIP

Lo=((+ {,) mod(p-1)
E= nn*aé”mad{? 2‘( C = (Eﬁ 5 @Az)
D= Q%MQQ/P

"y

Till this place

100_012 Homom-Enc-EIGam-1 Page 3



